Windows Server 2012 R2 combines automatic certificate
renewal with AD CS Certificate Enrollment Web Services to
enable non-domain-joined computers to renew their
certificates automatically before they expire like Internet-
facing web servers.

Many organizations and service providers maintain servers
that require SSL certificates. These servers are not typically
joined to the same domain as an issuing certificate authority,
and they do not have identity records or accounts in the
organization's Active Directory. This means they cannot
benefit from today's automatic certificate renewal, which 1s
based on secured certificate templates in Active Directory.
As a result, these organizations manage and renew SSL
certificates manually, a time-intensive and error-prone
process. Neglecting to renew a single SSL certificate can
cause a massive and costly system outage.

Currently, Certificate Enrollment Web Services supports
three types of server-side authentication modes:

» Windows integrated (Kerberos)



» Certificate-based
= Username and password

These authentication mode options, however, are not viable
choices when the client is not joined to a domamn and the
anterprise certificate authority makes authorization
decisions using templates that are based on the Active
Directory group membership of the requestor.

Consider the following authentication options for automatic
renewal:

Windows Integrated This authentication option is not
suitable for auto renewal because the two domains to which
the certificate authority and the requesting server belong do
not have a trust relationship between them or the requesting
server is not joined to any domain.

Certificate-Based The mitially enrolled server certificate
is not suitable for authentication because it contains no
identity information within it that can be mapped to a
directory account object.



Username And Password Usernames and passwords can
be cached within the system's identity vault and used for
authentication to the enrollment server. However,
passwords usually have shorter lifetimes than server SSL
certificates. (Both default and recommended settings for
passwords are shorter than the default and recommended
certificate lifetime.) Thus, by the time renewal happens, the
password will likely have changed.

Anonymous This authentication option is not suitable
since MS CEP and CES do not support this option, making
automatic renewal impossible for these targeted server
systems.

Enforcement of Certificate Renewal with Same Key

Windows 8/8.1 and Windows Server 2012 R2 provide an
efficient mechanism to icrease the security of renewing
hardware-based certificates. This is accomplished by
enforcing the certificate renewal to occur for the same key.
This guarantees the same assurance level for the key

throughout its life cycle. Additionally, Windows Server 2012
R2's Certificate Template Management Console supports
CSP/KSP ordering that clients may choose for generating a
private /public key pair. This way, you can give a ligher
priority to hardware-based keys (Trusted Platform Module
or smart card) over software-based kevs.



